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Integrert krisehandtering
Integrasjon av informasjon fra ulike kilder
Integrasjon mellom fagomrader
Integrasjon mellom forskning og praksis

Integrasjon av lokal og global kunnskap
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C I E CENTRE FOR INTEGRATED
EMERGENCY MANAGEMENT

Kompetanseomrader i CIEM

A Informasjonsdeling  og samhandling

A Dataanalyse o0g beslutningsstatte

A Cybersikkerhet og kritisk infrastruktur

A Sosiale medier og krisekommunikasjon

A Sensorteknologi  og mobil kommunikasjon
A Simulering og kunstig intelligens

A Teknologi -innfgring og evaluering
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Do we know anything about cyber security responders?

1. Are attacks happening?

2. What might be their origin?

3. What might the attackers be trying to do?
4. What might the attackers do next?

5. Is deception and/or counter -deception involved?

6. How might the attacks affect my mission now, and how
might they affect it in the future?

7. What options do | have to defend against these attacks?

8. How effective will a given option be against these attacks,
what effect will be exercising it have on my mission, and how
is it likely to affect the future actions of allies and adversaries?
9. Mi ght a

10. How do | prevent or mitigate the impact of such attacks in
the future?

defensive action

|
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Crisis response, OT systems and sensemaking

NCyber -attacks in the energy sector have an impact not only on the sector itself, but on the wider economy
and the whole fabric of a state.o

Worl d Energy Council, AWorld Energy Perspect
Research on cybersecurity focus on technical and managerial planning ENERGY
(before the threat materializes) World Eﬂ@ﬁ"@jy COUNCIL
A I I A
Perspectives

A A series of mechanisms to ensure an effectively balanced incident
prevention and response strategy to maximize CCls resilience .

The road to resilience | 2016

A Preventive systems for managing predicted threats

A Response systems to diagnose/mitigate unpredicted threats, containing
spill -overs

A All the above need to address both technical and business continuity issues
by design
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Context

A multidisciplinary research teams engaged in a process to design an efficient incident
prevention and response system tailored to the needs of the electrical power sector.

A In 2020, CIEM -UiA coordinated the development of an EU project proposal involving nineteen partners including four
universities, two research institutes, and six companies managing electrical power transmission and distribution grids
A Goal:

A Design an incident -centered approach able to bridge between response paradigm and prevention paradigm
through a double -loop process of learning.

A Generate a process model addresses challenges identified by combining concepts from crisis management,
information systems security, and advanced technologies (Industry 4.0) .

A Publication in Computers & Security in October 2021, by Andrea Salvial, Paolo Spagnoletti, Nadia Saad Noori

A Department of Business and Management, Luiss University, Rome, Italy
A Center for Integrated Emergency Management, University of Adger , Kristiansand, Norway
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Challenges to the Energy Sector

As identified by the Energy Expert Cyber Security Platform ( EECSP) sepert group:

A Stability  of grids with particular attention to cross -border networks.

A Protection  concepts reflecting  current threats and risks.

A Handling of cyber -attacks withinthe EU.

A Effects by cyber -attacks not fully considered in the design rules of an existing power grid.
A Introduction of new highly interconnected technologies and services

A Outsourcing of infrastructures and services.

A Integrity  and reliability — of components used in energy systems.

A Increased interdependency among market players.

A Availability of human resources and their competences

A Constraints  imposed by cybersecurity measures in contrast to real -time/availability

requirements.
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Prevention and Response paradigms matched to electrical CCls
salient issues

Paradigms Salient Issues Enablers

Develop adequate capabilities  to detect the nature

of the threat Technological artifact (e.g., Threat Intelligence suites)

ldentify the  Threat Agent Interorganizational and intraorganizational information

Prevention sharing
Identify the different level of handling based on
nature and agents of the threat (Operators, _ _ -
Countries, Transnational Actors) Preventive Intelligence Training

Develop adequate Crisis Management

Capabilities Technological artifact (e.g., anomaly detection suites)

Develop adequate  Cyber Response Capabilities
through a structured response cycle (preparation,
Response detection and analysis, containment, eradication,
and recovery)

Interorganizational and intraorganizational information
sharing.

Post -inciden tactivity withan  interorganizational Case-driven containment and remediation training
two -loop learning feedback.
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Requirements derived from the interactions with end -users and
operators in the electrical power ecosystem

Requirements Motivation

Maximize implementation to a vast host of end-users and operators in the
power grid ecosystem

Increase durability and self-improvement of the system as well as the
involvement of the broader cybersecurity community .

Given the variety of actors that the model brings in, it needs to be easily
adaptable and customizable to match their strategic, operational needs.

Need to integrate critical trans -border CCls fostering collaboration between a
wide variety of actors (governments, end-users, operators) .
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Cyber -resilience model for critical cyber infrastructure
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