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Big Picture
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Global Landscape of Digital Green Shift

Source: Cali U., Kuzlu M., Pipattanasomporn M., Kempf J., Bai L. (2021) Digitalization of Power 
Markets and Systems Using Energy Informatics. Springer, Cham. https://doi.org/10.1007/978-3-
030-83301-5_1
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Cyberlaw 
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Cyberlaw Landscape 
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EU Cyberlaw and Policy Context

Source: headmind
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AI Act Summary

Src:
adalovelaceinstitute
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Network and Information Security Directive

Src:
houthoff
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Digital Privacy
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Digital Privacy

Lillian R. BeVier, Information About Individuals in the Hands of Government: Some Reflections on Mechanisms for Privacy Protection, 4 WM. & MARY BILL RTS. J. 455, 
458 (1995)

What is Privacy? : According to Lillian BeVier : “Privacy is a chameleon-like word, 
used denotatively to designate a wide range of wildly disparate interests—from 
confidentiality of personal information to reproductive autonomy—and 
connotatively to generate goodwill on behalf of whatever interest is being asserted in 
its name.”

Three categories of Privacy: 

• Individual 

• Communication 

• Information 
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Digital Privacy

What is Digital Privacy?: 

“Digital privacy is an expectation of privacy unless the user has given consent
that includes an awareness of the risks associated with online services, and
individual control over the collection, distribution and retention of personal
information.”

Robertson, L., & Muirhead, B. (2019, April). Unpacking the privacy paradox for education. In A. Visvizi, & M. D. Lytras (Eds.), The international research & 
innovation forum: Technology, innovation, education, and their social impact (pp. 27-36). Springer, Cham. https://doi.org/10.1007/978-3-030-30809-4_3

https://doi.org/10.1007/978-3-030-30809-4_3
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Foundations of AI and SGs
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SmartGrid (SG)
Smartgrid is the next-generation electric power system with communication technologies and 
advanced control methods.

Communicati
on 

Technologies

Advanced 
Control 

Methods

Power 
Grid
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What is SG? 

IEEE:

• Smartgrid is a large ‘System of Systems’, where each  functional domain 
consists of three layers: (i) the power and  energy layer, (ii) the communication 
layer, and (iii) the  IT/computer layer.

• Layers (ii) and (iii) above are the enabling infrastructure that  makes the existing 
power and energy infrastructure ‘smarter’

Overall objective: 

Smart/best/optimal utilization of all the 
available resources.
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Artificial Intelligence and Energy Use Cases 
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AI/ML General Process / Work  Flow
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Grid Security using AI

Source: Cali U., Kuzlu M., 
Pipattanasomporn M., Kempf J., Bai L. 
(2021) Digitalization of Power Markets 
and Systems Using Energy Informatics. 
Springer, Cham. 
https://doi.org/10.1007/978-3-030-
83301-5_1
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Technical Aspects: Anomaly Detection 
 

Source: Cali U., Kuzlu M., Pipattanasomporn M., Kempf J., Bai L. (2021) Digitalization of Power 
Markets and Systems Using Energy Informatics. Springer, Cham. https://doi.org/10.1007/978-3-
030-83301-5_1
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Technical Aspects: Anomaly Detection 
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Technical Aspects: Anomaly Detection 
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Technical Aspects: Anomaly Detection 
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Selected Use Cases
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Technical Aspects: AI-based Anomaly Detection 
 

Regev, Yuval Abraham, Henrik Vassdal, Ugur Halden, Ferhat Ozgur Catak, and 
Umit Cali. "Hybrid AI-based Anomaly Detection Model using Phasor Measurement 
Unit Data." arXiv e-prints (2022): arXiv-2209.
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Cyber Risk to DER and Solar Forecasting Systems

Kuzlu, M., Sarp, S., Catak, F.O., Umit Cali, "Analysis of deceptive data attacks with adversarial machine learning for solar photovoltaic power generation forecasting." Electrical Engineering (2022): 1-9.

AI - 2 AI - 1 
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Cyber Risk to DER and Solar Forecasting Systems

Kuzlu, M., Sarp, S., Catak, F.O., Umit Cali, "Analysis of deceptive data attacks with adversarial machine learning for solar photovoltaic power generation forecasting." Electrical Engineering (2022): 1-9.

AI - 2 AI - 1 
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DER and EV Use Case 

Source: “Standardization of the 
Distributed Ledger Technology 
Cybersecurity Stack for Power and 
Energy Applications”; “Sri Nikhil Gupta 
Gourisetti, Umit Cali, Kim-Kwang 
Raymond Choo, Elizabeth Escobar, 
Christopher Gorog, Annabelle Lee, 
Claudio Lima, Michael Mylrea, Marco 
Pasetti, Farrokh Rahimi, Ramesh Reddi, 
and Abubakar Sadi Sani; Sustainable 
Energy, Grids and Networks; Vol 28, 
December 2021.
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Cyber-Physical Security using AI and DLT
 

Umit Cali, Murat Kuzlu, Onur Elma, Osman Gazi Gucluturk, Ahmet Kilic, and Ferhat Ozgur Catak. 2023. Cybersecurity 
and Digital Privacy Aspects&nbsp;of V2X in the EV Charging&nbsp;Structure. In Proceedings of the 2023 European 
Interdisciplinary Cybersecurity Conference (EICC '23). Association for Computing Machinery, New York, NY, USA, 174–
180. https://doi.org/10.1145/3590777.3591406
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Cyber-Physical Security using AI and DLT
 

Umit Cali, Murat Kuzlu, Onur Elma, Osman Gazi Gucluturk, Ahmet Kilic, and Ferhat Ozgur Catak. 2023. Cybersecurity and Digital Privacy 
Aspects&nbsp;of V2X in the EV Charging&nbsp;Structure. In Proceedings of the 2023 European Interdisciplinary Cybersecurity Conferenc  
(EICC '23). Association for Computing Machinery, New York, NY, USA, 174–180. https://doi.org/10.1145/3590777.3591406
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Designing the Next Gen Digital Energy Platforms

Digital Energy Platforms Considering Digital Privacy and Security by Design Principles
Umit Cali, Marthe Fogstad Dynge, Ahmed Idries, Sambeet Mishra, Ivanko Dmytro, Naser Hashemipour, and Murat Kuzlu. 
2023. Digital Energy Platforms Considering Digital Privacy and Security by Design Principles. In Proceedings of the 2023 
European Interdisciplinary Cybersecurity Conference (EICC '23). Association for Computing Machinery, New York, NY, USA, 
167–173. https://doi.org/10.1145/3590777.3591405
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Designing the Next Gen Digital Energy Platforms
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Conlusion and Outlook
• COVID 19 levels accelerates the transition to Full Digital Economies

• Digital economies and markets are becoming open targets for cyber attacks

• Digital privacy and cybersecurity aspects are integral part of new energy systems 

• Standards: There is no global standards yet

• Legislative and Political support is essential

• Creating technical guidelines on applying software cybersecurity standards 

• Promoting collaboration and coordination across standards organizations' cybersecurity and AI 
technical committees to solve possible cybersecurity issues including trustworthiness and data quality.
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VIELEN DANK FUER IHRE AUFMERKSAMKEIT!

THANKS FOR YOUR ATTENTION ! 

TAKK FOR OPPMERKSOMHETEN!

ILGINIZ ICIN TESEKKURLER ! 

umit.cali@ntnu.no        
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